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IT Policy

1. Purpose and Scope

This policy sets out how IT systems and data are used to support the work of Great Missenden
Parish Council. It applies to all councillors, employees, contractors, and volunteers who use IT
systems or access council data—whether on council-owned or personal devices. The scope
includes all computers, laptops, email accounts and cloud services, internet and network access,
data storage & community tools.

2. Council Email Use

e All official council business must be conducted using a council-owned email address (e.g.
clirfirstnamelastname@greatmissendenpc.gov.uk or clerk@greatmissendenpc.gov.uk).

e Email accounts must not be set to automatically forward to personal email addresses.

e Strong, unique passwords must be used and changed if a breach is suspected.

e When a councillor or employee leaves the council, their email access must be revoked
promptly.

3. Software and Licensing

e Only licensed software approved by the Council may be used.
e Users must not copy, share, or install software without permission.

4. Data Protection and GDPR

e All users must following the UK GDPR and Data Protection Act 2018.

e The council is a Data Controller and Processor under the UK GDPR.

e Personal data must only be stored on parish council owned devices or cloud services
approved by the council.

e Councillors and staff must refer to the Council's Data Protection Policy when handling
subject access requests (SARs) or Freedom of Information (FOI) requests.

e Sensitive data must not be stored on unencrypted personal devices.

5. Website Management and Accessibility

e The Council’s website must comply, as far as reasonably possibly, with WCAG 2.2 AA
accessibility standards and the Transparency Code.

e Required documents such as agendas, minutes, AGAR statements, and councillor contact
details must be published promptly.

o The officers are responsible for updating the website.
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6. Use of Council Equipment

Council-owned laptops are issued to employees for council work only.

Councillors may be granted temporary use of council devices for specific purposes with prior
approval.

No unauthorised software may be installed.

Equipment must be returned when a councillor or staff member leaves the council.

All issues or support needs must be reported to the Clerk.

Any lost of stolen devices must be reported immediately.

7. Cybersecurity and Online Safety

All council laptops must have up-to-date antivirus protection and system updates.
Two-factor authentication (2FA) or strong passwords must be used where available and
changed regularly.

Users must be vigilant of phishing emails, scam messages, and suspicious links.

Any suspected breach or security issue must be reported immediately to the Clerk.

8. Social Media and Digital Communication

See separate Press & Media Policy.

9. Training and Review

All councillors and staff will be offered annual refresher training on IT security and data
protection.

This policy will be reviewed regularly as required by changes in legislation or council
operations.

The Clerk is responsible for recommending updates to this policy.

10. Breach and Incident Reporting
All security breaches or suspected data breaches must be reported immediately to the Clerk. An

incident log will be maintained, and necessary actions will be taken, including notifying the ICO
where required.

This policy was adopted on :- June 2025 (to be reviewed as required)
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